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The Ubiquitous Uncontrolled Internet

Packet prioritization
Traffic filtering
Security checks

MITM for analysis
Compression
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Meddling in the Middle Is Common

Shaping

Compression '

DNS hijacking
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Vision: Deploy our own (virtual) network*

Packet prioritization
Traffic filtering
Security checks

MITM for analysis
Compression
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NextG Applications

Device ISP Wide area
Web (text) i i
: HTTP :
: TCPProy B
Video/image ' !
! Compressor :
HTTPS i

IPSec




Open Privacy/Security Challenges

Trust

> Between users, network providers,
network functions

Isolation
> User data from network providers

> Users from each other, from attackers

Auditing/Transparency
> New and existing privacy/security guarantees

> \erification of service configurations
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