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PHY Layer Security at a Glance
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Reliability - Performance
Link availability
Throughput, Delay 
Spectral efficiency, fair coexistence
Scalability, Fairness

Security
Authentication,
Integrity
Confidentiality
Key management

Privacy
Data, location, comm. privacy
Privacy in coexistence
Attribute Privacy

Application-specific
IoT, V2X, Fixed Access, 
Mobile broadband 



Key Area 1: Adversary Models
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mmWave vs. Microwave
Channel characteristics, directionality, coverage, bandwidth

gNB

Trends in the automotive sector

SELF 
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CONNECTED CAR

� To achieve higher automation levels, connectivity seems critical
� Vehicular communications to share sensing data and enhance sensing capability

New challenges for the underlying communication system

*5G-PPP White Paper on Automotive Vertical Sector, October 2015, https://5g-ppp.eu/white-papers/

AUTOMOTIVE SENSORS

UE

blockage

Beam Management
Initial access – beam sweeping
Beam tracking
Beam recovery
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AUTOMOTIVE SENSORS

Passive Eavesdropping

More difficult, but not impossible

Amount of leakage at random locations (e.g., sidelobes)
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Active Eavesdropping via Beam Stealing

Eve manipulates the beam sweeping algorithm to attract transmissions 
towards her direction
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Man-in-the-Middle Attack during Initial Access

Mallory controls the gNB – UE link; can drop, inject, modify messages
Signal cancellation or overshadowing may not be required
Impact on key establishment protocols
Authentication alone cannot prevent this type of attacks
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Intelligent DoS Attacks

Mallory causes continuous misalignment and beam recovery
Mallory introduces delay for time-critical applications
Attacking CSI estimation, FO estimation, etc.
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Key Area 2: Privacy

Beam tracking can compromise location privacy for UE with high 
accuracy

Tradeoff between performance and privacy

Thwarting spoofing attacks (e.g., to prevent MiTM attacks)
Device fingerprinting is possible, but that also enables tracking

Privacy in Coexistence
Spectrum access patterns can leak the location of sensitive assets such as active 
and passive radars
Or reveal the communication activity of coexisting nodes
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Key Area 3: Trust Establishment and Key Management 

Scalability of key management is still a critical problem

PHY-layer security can help with initial trust establishment (PHY-layer 
AKE methods), but

Many assumptions about the channel no longer hold 
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Key Area 4: Secure and Fair Coexistence

Following the Coexistence Etiquette

Spectrum Monitoring

How can one generate publicly-verifiable proofs of spectrum violations?
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Some Lessons Learned

PHY-layer security is not a replacement for crypto. We need synergy

Accurate adversarial models are key for integrating security and not 
overdesigning

Privacy, security, and utility form a delicate tradeoff

PHY-layer means environment awareness – can be used to harness 
security
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