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Horizontal Disaggregation
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O-RAN - “Horizontal Disaggregation” and Abstraction

O-RAN High-level Architecture

Service Management and Orchestration Framework
Non-real-time RIC
; * Operations in the order of > 1s * Al/ML training * Service provisioning :"
B N S S e N N I e P S e B N e R I R S B B e R N R A T Y S e e B ey i
O1 interface Al interface 01
RAN
= S 2t e e i S e e
ear-real-time RIC : )
Operations in the order of 10ms—1s ; E2interac
Control primitives for the RAN i
Host different control applications for value-added services :
el ; e : E1 R e :
: i O-CU (control plane) —_— O-CU (user plane) i
e A R s i s e s I O TGO R s i e e
o Flcinteface [Fruinterface
; 0-DU ;
Open Fronthaul interfaces
A L D S T v S G T S S S B BT T S Ve OISR G A s S S s ;
é O-RU "

Institute for the Wireless
Internet of Things
at Northeastern



End-to-End Programmable, Virtualized
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Implications of Open RAN and Virtualization

1.

End-to-end Virtualization, Open RAN, and service-based architecture result in
new security challenges

Softwarization and Open RAN open exciting opportunities for security
research

Virtualization enables opportunities to test at scale
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Expanded Threat Surface

O-RAN High-level Architecture
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Service Management and Orchestration Framework

Non-real-time RIC
* Operations in the order of > 1s * Al/ML training * Service provisioning
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Example: O-RAN Lower Layer Split (LLS) 7-2x

* O-RU can access O-DU through Open O-RUs Cell Site
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Intelligence In the Open RAN

4. Al in the core: orchestration, slicing

edge: RAN

Network slicing B
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