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Vertical Disaggregation

Traditional approach Virtualized RAN



Horizontal Disaggregation



O-RAN – ‘’Horizontal Disaggregation’’ and Abstraction  



End-to-End Programmable, Virtualized
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Implications of Open RAN and Virtualization

1. End-to-end Virtualization, Open RAN, and service-based architecture result in 
new security challenges

2. Softwarization and Open RAN open exciting opportunities for security 
research

3. Virtualization enables opportunities to test at scale
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New security challenges



Expanded Threat Surface
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Intelligence

Interfaces

Functional split



Example: O-RAN Lower Layer Split (LLS) 7-2x 

• O-RU can access O-DU through Open 
Fronthaul Interface
• Manipulate parameters
• Reconfigure the node
• Management traffic to Northbound 

Interface – Man in the middle attack

Ericsson, ”Security Considerations on Open RAN”



Intelligence In the Open RAN

Core Network • Data gateway with the Internet

Evolved Packet Core (EPC)

PGW/SGW – data gateway

Core network for LTE and NR non-standalone

MME – mobility management

HSS – billing and subscriptions
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Intelligent controllers
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• Manage user identity, subscriptions and mobility

NR 0.41 – 7.125 GHz and 24.25 – 52.6 GHz Flexible frame structure Flexible deployment

PHY-low
RF

SDAP
RRC

PDCP

Central Unit (CU)

PHY-high
MAC
RLC

Distributed Unit (DU)

Higher layers
Control, encryption, QoS

Lower layers
Scheduling, modulation

gNB stack with CU/DU/RU split

Radio Unit (RU)

RF
TX/RX, antenna mgmt PHY

MAC
RLC
PDCP R

R
C

User Equipment

1. AI on mobile devices: real-time, waveform-based adaptation2. AI in the RAN: scheduling, mobility, access

3. AI at the 
edge: RAN 
optimization, 
caching, edge 
services

4.  AI in the core: orchestration, slicing
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